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COMMENTS ON 1S0O DRAFT OF EXECUTIVE ORDER

A. Page 8, ‘Section 1-303

Change to read "Unauthorized disclosure of foreign government
. information, cryptologic information, or information relating to
-} ?‘1 1ntelllvence activities (including spec1a1 activities), or 1nto]11gonce
sources or methods, is presumed to cause damage to the national
security."

B. Page 9, Section 1-501

Change to read "At the time of orlolnal classification the following
iy shall be shown on the face of all c1a551fled documents or clearly assoc1ated
' with other forms of classified 1n[ornat10n in a manner app]op]late to the

nmedia involved:"

The palenthetlcal expr6551on 1n.1 501(a) and 1-501(b) must appear in
the main paragraph of 1-501 in order to cover all the markings. There
are circumstances in which any U.S. marking at all would reveal a
confidential relationship.

C. Page 16, Section 3-301
Move last sentence into a new Section 3-303.
D. Page 17, add Section 3-304

ﬂ*f1“”% 3-304. Guidelines and procedures established pursuant to this section
;"”"A‘ih”‘ shall be used by the Archivist of the United States and upon approval of the
;ﬁi:;;’ o issuing authority, any Agency having custody of the information.

E. Page 17, Section 3-401(b)

Add "'document or material containing the'" in {ront of the word
1‘ "information'.

This increases the requirement for specificity by requesters under
mandatory review. (The definition for "information" in Section 6-102
does not serve the same purpose.)

F. Page 20, Section 4-101

Add ”Agcncy heads shall issuc and maintain minimun 1nvestlﬂat1vc
standards that must be satisfied before access to classified 1nformat10n

Cj *\ is permitted."

Disparities and misunderstandings between agencies on
what their standards are would be minimized if this Exccutive order
required them to be stated.
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Page 21, Section 4-201

Add after Director of Central Intelligence, "who shall ensure the
establishment of common security, access, dissemination and control
standards for such programs."
Page 21, Section 4-202

Delete entire section.

This requirement is unclear, umnecessary and burdensome.

Page 27, Section 5-402(a)

Change to read "knowingly, willfully or negligently, and without proper
authority, disclose to unauthorized persons. information properly classified

- under this Order or predecessor orders."

Page 28, Scction 5-404

Change last sentence to read "Each shall ensure that the Nircetor of
the Information Security Oversight Office is periodically informed of
violations under Section 5-402(a) or (b)."

Page 30, add Section 6-107

6-107. "Cryptology," for the purposes of this Order, means
cryptography and communications security.

This definition reflects the current Intelligence Community
understanding that the Director of Central Intelligence is responsible
for the portion of intelligence sources and methods known as signals
intelligence (SIGINT) and the Seccretary of Defense is responsible for
conmunications security (COMSEC) matters.

Page 30, add Section 6-108 and 6-109

- 6-108. "Unauthorized disclosure" includes cither a communication or
physical transfer of classified information to an unauthorized person.

6-109. "'Unauthorized persons' are those who do mot have both a
current security clearance for access to the level of classified
information involved and a specific, indentifiable nced for access
to the information involved in order to accomplish an official and
authorized government purpose. '
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